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I.

Overview

In today’s brave new workplace, employers may have a legitimate interest in monitoring their employees’ e-mail and Internet use.  Reasons for monitoring can include boosting productivity, preventing dissemination of confidential information, or avoiding sexual harassment lawsuits.  In addition, employers can be liable for copyright infringement where employees have improperly downloaded and distributed protected material from the web.1  Public employers in Texas must bear in mind that work-related e-mail may be subject to public disclosure under the Texas Open Records Act.2  And finally, in the litigation context, employers do not want employees to inadvertently create e-mail that waives the attorney-client privilege.3

In fashioning an e-mail and Internet use policy, however, the employer must take care not to violate an employee’s statutorily or constitutionally protected free speech and privacy rights.  Although there is still relatively little case law in this area, suits against employers are on the rise and generally tend to fall into one of four categories: claims under the Electronic Communications Privacy Act of 1986 (“ECPA”), state common law tort claims,  Fourth Amendment search and seizure claims, and First Amendment free speech claims.  The following section briefly outlines these various claims.

II. Causes of Action


A.
The Electronic Communications Privacy Act of 1986

The ECPA, which applies to both public and private employers, protects most electronic communications, including e-mail, from interception, attempted interception, disclosure, use and unauthorized access.4  Employers who violate the Act can incur both criminal and civil penalties, including preliminary or other equitable or declaratory relief, monetary damages, punitive damages, attorney’s fees, and other reasonable costs of litigation.5  


There are some important exceptions to the Act, however.  First, section 2511 focuses on the unlawful “interception” of electronic communications.6  The Fifth Circuit has recognized that the word “interception” only applies to e-mail messages retrieved while they are in transit, and not after they have been saved in electronic storage.7  The Act itself creates specific exceptions from its own  unauthorized access and disclosure prohibitions for the “person or entity providing a wire or electronic communications service”8 or “a person employed or authorized or whose facilities are used to forward the communication to its destination.”9  Therefore, if the employer owns the network  and does not read the e-mail before it reaches its destination, that employer probably has the right to store those e-mail messages on the server and to open and read them later.10 


Finally, the most important exception to the ECPA involves consent.  It is not an offense to intercept information sent over e-mail where “one of the parties to the information has given prior consent to such interception.”11  Prior consent also protects the disclosure of the contents of an e-mail.12  Therefore, the extent to which an employer may be able to legally monitor employee e-mail may depend on the extent to which the employer’s e-mail and Internet use policy effectively limit e-mails, or disclaims an employee’s privacy rights.13  


B.
State Common Law Tort Claims


A second area of litigation involving employer monitoring of employee e-mail and Internet use involves the state common law tort claim of invasion of privacy.  In order to prevail in this area, the employee must establish that he or she had a “reasonable expectation of privacy” in his or her e-mail communications.14  In the leading case on this issue, Smyth v. Pillsbury Co.,15 an employee sued for wrongful discharge and invasion of privacy following his termination because of inappropriate e-mail messages he sent to his supervisor over the company e-mail system.16  The plaintiff argued that he had relied on repeated assurances by the employer that all e-mail communications would remain confidential and privileged, and that employee e-mail could not be intercepted and used by the employer as grounds for termination or reprimand.17  Despite these facts, the court found that there was no “reasonable expectation of privacy in e-mail communications voluntarily made by an employee to his supervisor over the company e-mail system notwithstanding any assurances that such communications would not be intercepted by management.”18  To reach this finding, the court applied a balancing test and determined that “the company’s interest in preventing inappropriate and unprofessional comments or even illegal activity over its e-mail system [outweighed] any privacy interest the employee may have in those comments.”19

In one of the few Texas cases to address employee e-mail monitoring, a plaintiff accused of sexual harassment and “inventory questions” sued his former employer for invasion of privacy.20  The Dallas Court of Appeals, recognizing that plaintiff’s workstation and computer were both company-owned and that all messages were saved in electronic storage, held that even by creating a personal password, plaintiff had no reasonable expectation of privacy in the contents of his e-mail messages such that the employer was precluded from viewing the messages.21

C.
Fourth Amendment Claims

The Fourth Amendment to the United States Constitution, which prohibits unreasonable searches and seizures, offers an additional privacy protection for public employees.22  In order for a search or seizure to be unreasonable, however, the employee must have a reasonable expectation that his or her computer activity is private.23  The Supreme Court has recognized that public employees’ expectations of privacy in their offices, desks and files “may be reduced by virtue of actual office practices and procedures, or by legitimate regulation.”24

It is not always easy for an employee to prove that he or she had a reasonable expectation of privacy.  Factors a court may look at include: (1) the employee’s interest in and control of the area searched; (2) the employee’s subjective expectation of privacy in the area as evidenced by his or her efforts to ensure that privacy; and (3) society’s willingness to recognized that expectation as reasonable.25  Under this analysis, the Fourth Circuit found that an employee had no reasonable expectation of privacy in stored electronic information over which he had no control.26  


Courts are also willing to consider a public employer’s e-mail and Internet use policies when evaluating Fourth Amendment claims.  Therefore, where a governmental employer’s official policy informed employees that the employer would conduct “electronic audits” to identify, terminate, and prosecute unauthorized activity, employees had no reasonable expectation of privacy with regard to Internet use.27  Similarly, a court has held that police officers had a diminished expectation of privacy in a police department’s pager system, where the Chief had issued an order stating that messages sent over the system would be “logged on the network,” and that messages that violated the Department’s discrimination policy were banned from the system.28  Even where there is no written policy, however, a search of an employees’ computer may still be reasonable, and thus not in violation of the Fourth Amendment, where the search is directly related to suspected employee misconduct.29

How important is it to have a good internet use policy?  Consider State v. Young, a Florida case involving a minister who was charged under Florida law with the crime of viewing child pornography over the Internet.30  The issue in that case was whether the police department’s search of the minister’s office computer constituted an unlawful search and seizure.  The church only had three employees: Young (the minister), Young’s administrative assistant, and a groundskeeper.  Young’s office, in which the computer was located, only had three keys: two of which the minister kept and one that the church administrator kept.  The administrator, however, did not have unlimited access to Young’s office.  She only had authorization to come in without his permission for routine tasks such as “bringing in papers for him to sign.”  


One day when Young was away from the office, the church’s Internet service provider called to alert the church that other parties were receiving spam from the church’s URL.  Young’s assistant entered the office and logged onto his computer to run a spybot program, but when she did so, she noticed some “suspicious” websites.  The assistant then notified the authorities, whom she later gave permission to search the office and the computer while Young was away.  Even though Young admitted when later questioned that his employer owned the computer, and even though the detectives believed they had permission to enter the office, the court found that Young had a reasonable expectation of privacy for personal files stored on the computer in his locked office.  Therefore, the court suppressed the evidence of the search.  The court noted that the outcome might have been different if the church had a policy that informed employees that others could enter the office and view the contents of the computer (it did not) or if the church had an Information Technology department that the employee knew had regular access to the network.


On the other hand, a recent case from California illustrates how a computer use policy that no one follows may be worse than no policy at all.  In  the case of Quon v. Arch Wireless Operating Co.,31 the city had a “Computer Usage, Internet and E-Mail Policy”:

Access to the Internet and the e-mail system is not confidential; and Information produced either in hard copy or in electronic form is considered City property.  As such, these systems should not be used for personal or confidential communications.  Deletion of e-mail or other electronic information may not fully delete the information from the system.

After the distribution of city-owned pagers to the city’s SWAT team, the police department informed its offers orally in a staff meeting and in a memo that the pagers were considered “e-mail” under the policy and were subject to audit.  In separate conversations, however, the lieutenant in charge of the use and provision of the department’s electronic equipment informed his officers that he would only audit their pagers if there was an overage of the officer’s allotted minutes.  Based on this representation, the court held that the officers had an objectively reasonable expectation of privacy in the contents of messages sent over their pagers.  Therefore, the city could be liable for Fourth Amendment violations arising from its supervisors’ reading employee pager messages.  In other words, the lieutenant’s unwritten policy eviscerated the department’s written computer usage policy.


Finally, a word about the Texas Public Information Act (a.k.a. the “Open Records Act”) as it applies to employee communications.  The Fifth Circuit Court of Appeals has held that an employee may have a objectively reasonable belief that the employee’s communications conducted over the employer’s equipment are private from the employer, even though such communications may be subject to disclosure under state open records laws.32

D.
First Amendment Claims

Public employees are also subject to First Amendment free speech protections.  Although this protection would ostensibly apply to the contents of employee e-mail or Internet use, there has been little litigation in this area so far.  In one of the few published opinions, the Fourth Circuit held that a Virginia law prohibiting state employees from accessing sexually explicit material on computers owned or leased by the state, except in conjunction with an agency-approved research project, did not infringe upon the First Amendment rights of state employees.33
At least one commentator has suggested that an employer may have a duty to report child pornography that the employer discovers on it computers under a federal public health statute on child abuse repoerting.34
III.
Copyright Infringement

The Federal Copyright Act protects an author’s exclusive rights in copyrighted work,35 and its protections extend to copyrighted material downloaded from the Internet.36  The Act applies to governmental entities “in the same manner and to the same extent as any nongovernmental entity.”37  Under the theory of respondent superior, courts have held that an employer can be vicariously liable for the copyright infringements of its employees.38  Even more troubling, it is no excuse from liability that the employer was not aware its employees were violating copyright law.39

The Act does include an exception for material that is reproduced for a “fair use,” which the Act defines as “purposes such as criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship, or research.”40  Therefore, material downloaded for one of these purposes will ordinarily not constitute copyright infringement.  However, because of the employer’s potential exposure for the unauthorized reproduction of material that does not fall within the fair use exception, the employer needs a clear policy that outlines the legitimate ways that employees may use the Internet at work.  Further, each employee should understand and agree to that policy. 

IV.
Defenses

In general, courts have tended to treat employers favorably in disputes regarding employer monitoring of employee e-mail and Internet use.  As litigation in this area increases, however, the prudent employer should protect his or her organization by implementing a clear e-mail and Internet use policy and making sure each employee understands and agrees to it.41  The key to nearly all of these cases is consent: once employees understand their rights and responsibilities regarding the employer’s computer hardware, software, and network equipment employees become free to use these valuable resources in their daily work without exposing the employer to future liability stemming from its misuse.

The contents of this paper are provided for informational and educational purposes only and are not intended to provide legal advice.
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